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Aspirasi PERTAMINA

"Menjadi perusahaan global energi terdepan dengan nilai pasar USS 100B"

VIS
Menjadi perusahaan energi nasional kelas dunia

MISI
Menjalankan usaha minyak, gas, serta energi baru dan terbarukan
secara terintegrasi, berdasarkan prinsip-prinsip komersial yang kuat

Saling peduli & ; Berdedikasi dan mengutamakan
menghargai perbedaan HARMONIS : nHHlnH LOYAL kepentingan bangsa & negare
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Terus berinovasi dan antusias
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PROSES BISNIS TERINTEGRASI A© PERTAMINA

» Bisnis Pertamina terintegrasi dari hulu ke hilir dan sebagai holding company
di bidang energi, Pertamina fokus pada upaya menjamin ketersediaan o
energi nasional
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TECHNOLOGY

0

PROCESS

Filosofi 1: Filosofi 2: Filosofi 3: Filosofi 4:

Fokus pada Tema utama Business-led, Pertamina Dilakukan secara Fleksibilitas dalam

Transformasi Digital integrated Holistik pengembangan solusi

= Definisi tema besar * Bisnis memimpin * Tidak hanya otomasi, * Tidak terpaku pada
bersama dengan upaya digitalisasi nhamun mengcover pengembangan
bisnis * Dilakukan terintegrasi People-Process- internal — terbuka

®* Tema menjadi dasar secara Pertamina, Technology untuk Build vs. Buy vs.
pengembangan mis. B2B CRM Partnership

terintegrasi

Fondasi Teknis ICT : Arsitektur, Kebijakan, Infrastruktur, dan Cybersecurity

Digital Culture

Dukungan Compliance, Legal, dan Proses E’
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Aspirasi PERTAMINA
"Menjadi perusahaan global energi terdepan dengan nilai pasar US$100B"

IT Transformation
Strategic Partner
.
Business Support = |T is the backbone of the
= |T collaboratively provide

company in which without it,

» IT provides the technological strategic advice to business the company would not function
needs that are requested by functions . . :
business functions 5 = As adriving _force, it plays major

= IT has capability to propose role in creating strategic

= IT initiatives are developed initiatives relevant to decision for the company
reactively based on business business strategic agenda

needs Operation Excellent

New Digital Business

Fully Digital
Transforming to Digital

Proactive

Reactive
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ICT Goals

ICT Strategy 2020-2024

A
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Vision : To Be a Leader in a World Class ICT Innovation and Implementation

ICT Architecture

Ul & UX
Mengembangkan Digital Experience Platform yang digunakan untukPengembangan Digital
Channel, Join Operation Dashboard, dan Corporate Command Center

Cyber Security Integration & Automation

Integrasi Arsitektur Digital dengan Enterprise Service Bus dan Robot Processing Automation
Penyelarasan cyber

security dengan
teknologi keamanan Business Application System
operasional (OT * Penyederhanaan Aplikasi dan Penggunaan Agile/DevOps Framework
Security) * Implementasi Next ERP sebagai Single ERP

Infrastructure
Implementasi Cloud, Peremajaan Jaringan dan Optimalisasi Digital Collaboration Tools

Digital Governance
* Membangun Agile Digital Operating Model dan Adaptable IT Architecture
* Meningkatkan efisiensi dalam penyediaan layanan digital

Data & Analytics

Sentralisasi Platform
Data Management
dan Data Analytics
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IT GOVERNANCE DALAM PROSES TRANSFORMASI PERUSAHAAN A& PERTAMINA

Peranan

= CONTRIBUTE DOMAIN EXPERTISE AND TALENT TO STRATEGY & IMPLEMENTATION

: Ay Q AGILE TECHNOLOGY OPERATING MODEL
Alignment '&

LA "‘
ALIGNED BUSINESS \’0’/ oé'.t

AC coun tab | | |t PRIORITIES Product orientation and flexible Organization, sourcing, and
y funding Agile/DevOps ways of working skills
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QQ Ng_ ADAPTABLE IT ARCHITECTURE
“ ™ BUILD UP AND PROVIDE CRITICAL INFRASTRUCTURE

Business
N =l
priorities and % ﬁ Oan»o 3‘%‘9«
critical £ead o €38

1 capabilities Applications Infrastructure Cyber Data management and
Referensi N /) modernization and Cloud security analytics
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Value Generation

Procurement and
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MEMBANGUN KERANGKA KERJA CYBER SECURITY A&© PERTAMINA

: - DEFINE DEFINE DEFINE
Cyber Security menjadi aspek yang CONTEXTUAL CONCEPTUAL COMPONENT
kritikal dalam transformasi digital SECURITY SECURITY SEGURITY
_ ARCHITECTURE ARCHITECTURE ARCHITECTURE
untuk memproteksi asset asset Y A a

digitalnya, informasi sensitif dan data
konsumen.

@ N
DEFINE LOGICAL DEFINE PHYSICAL

SECURITY SECURITY

Perkembangan teknologi digital yang
cepat telah secara signifikan merubah ARCHITECTURE ARCHITECTURE
persepektif Security dan meningkatkan

risiko ancaman Cyber * SABSA framework DEFINE OPERATIONAL SECURITY ARCHITECTURE
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MENDEFINISIKAN ARSITEKTUR CYBER SECURITY
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CYBER SECURITY ARCHITECTURE
CONTEXTUAL SECURITY ARCHITECTURE

CONCEPTUAL SECURITY ARCHITECTURE
1SO 31000, ISO/IEC 27001, NIST SP 800-53, OWASP, CIS CONTROL, SABSA

MANAGEMENT COMMITMENT

CYBER SECURITY RISK MANAGEMENT

CYBER SECURITY POLICY

ORGANIZATION

RESOURCES

COMPETENCE

AWARENESS

LOGICAL SECURITY ARCHITECTURE

COMMUNICATION

INVENTORY OF INFORMATION &
OTHER ASSOCIATED ASSETS

PHYSICAL SECURITY ARCHITECTURE

PROTECTING AGAINST PHYSICAL &

ENVIRONMENTAL THREATS

EQUIPMENT SITING & PROTECTION

PROTECTION AGAINST MANAGEMENT OF TECHNICAL
PRIVILEGED ACCESS RIGHTS SECURE AUTHENTICATION MALWARE VULNERABILITIES DATA LEAKAGE PREVENTION
USE OF PRIVILEGED UTILITY
BACKUP PROGRAMS NETWORK SECURITY WEB FILTERING CRYPTOGRAPHIC
SECURE DEVELOPMENT LIFE CONFIGURATION
CYCLE MANAGEMENT LOGGING & MONITORING ACCESS TO SOURCE CODE THREAT INTELLIGENCE

CAPACITY PLANNING

INCIDENT & DISASTER RECOVERY MANAGEMENT

PERFORMANCE EVALUATION & COMPLIANCE

CE MANAGEMENT

INFORMATION TECHNOLOGY BLUEPRINT
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CYBER SECURITY DALAM TIGA PERSEPEKTIF
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TECHNOLOGY

Improving cyber resilience
involves continuous efforts in
educating and involving
employees (people),
optimizing security processes
(process), and applying up-
to-date technology

Delivering Training & Awareness to Encourage a
Security-Conscious Culture with a Clear
Communication Channel

Develop Robust Policies and Procedures inline
with Regular Risk Assessments and Reviews to
Ensure Optimum Incident Response Planning

Develop, Implement, Manage and Evaluate
Cyber Security Resilience Systems to be more
Adaptive
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A QUOTE AS A REMINDER A~ PERTAMINA

"Keamanan siber bukanlah sesuatu
yang dapat dicapai, tetapi merupakan
proses yang berkelanjutan”
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Thank
You
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